IMTamsaTka nos odyyarommuxcs 00 nHGOPMALMOHHOI 0e30aCHOCTH JeTeil

HEJIb34

1.

Bcem mozpsa cooOimiaTh CBOIWO YacTHYH HHGpOpMAaIuio (HacTosmue ums, (haMUIHio,
TenedoH, azipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPYy3ei);

2. OTKpbIBaTh BIOKEHHbIE (hailsIbl 2JIEKTPOHHOI MOYTHI, KOT/Ia HE 3HACIIb OTIPAaBUTEI,

3. TI'pyOuth, mpuaupaThCsi, OKa3bIBaTh NABICHNUE — BECTH ce0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiicss JeHbraMM TBOEH ceMbH 0€3 pa3pelieHus CTapliuX — BCerjaa
CIIpallBai pOAUTENEH;

5. He Bcrpeuaiicss ¢ HHTepHET-3HAKOMBIMH B PEAJbHOW JKH3HU - TIOCOBETYHCS CO
B3pOCIIBIM, KOTOPOMY JIOBEPSICIIb.

OCTOPOXHO

1. He Bce nmumyt npaBay. Yuraems o cedbe HenpaBay B MHTepHETE — co00mmM 00 3TOM
CBOUM POJUTEIISIM HIIU ONIEKyHaM,

2. llpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCSA — MPOBEPb, HET JIM MOJIBOXA;

3. Hesakonnoe xormmpoBanue (aitnoB B IHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBaii B3pOCIBIM O TpoOJieMax B CETH — OHU BCETa MOMOTYT;

5. Hcnonp3yii HacTpoWkyM O€30MAaCHOCTH W NPUBATHOCTH, 4YTOOBI HE TOTEPATH CBOU
AKKayHTBI B COIICETAX U JIPYTHX MOpTaiax.

MOXHO

1. VBaxail npyrux nosib3oBaresei;

2. Tlonb3yemibcss THTEpHET-UCTOYHUKOM — JI€JIail CChUIKY Ha HETO;

3. OTKpBIBail TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OO6maThcs 3a MOMOILBIO B3POCIBIM — POJUTENIH, ONEKYHbl M aJMUHHUCTpAlMs CAWTOB
BCET/Ia IOMOT'YT;

5. Tlpoitnu obydenue Ha caiite «CeTeBUYOK» U MOIYYH MacrnopT Hu(POBOro rpaxaanrnHal



ITa NaMATKA J0J’KHA IOMOYD Te0e 0e30IMaCHO HAXOAUTHLCHA B CETH.
Komnsvromephuie supycol

KoMmmbploTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTb  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIILHOM OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTH K  pa3MHOXKeHHio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WJIM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJbHBIE MOJIb30BATEN0, OT UMEHHU KOTOPOro Oblia 3allyllleHa 3apaKEHHas
IporpaMma, a TakKe MOBPEAUTh WM AK€ YHUUYTOXHUTb OIEPALMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacpOCTPaHSAIOTCA BUPYChI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTPaMM:

1. HUcnonb3yili cCOBpEMEHHbBIE ONEPALMOHHBIE CUCTEMBI, HMEIOLUE CEPbE3HBI YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. TlocrostHHO ycTaHaBiMBail mauTé (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTepanMoHHON cucteMbl. CKauMBai UX TOJBKO ¢ OPHUIMANBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE MO TPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBLUIMHCTBY BpPEAOHOCHBIX MpPOrpaMM HMHCTAJIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE MPOTrPaMMHBIE NMPOJYKTHI U3BECTHBIX MPOM3BOIUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3HUECKUl JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMIL;

6. Hcnonp3yii BHEIIHKME HOCUTENN HH(OpMAIUK, Takue Kak (hiemka, TMcK win (air u3
UHTEPHETA, TOJILKO U3 NMPO(epeHHBIX HICTOUHUKOB,;

7. He oTkppiBaii KOMIBIOTEpPHBIE (ailyibl, OJYyYCHHbIE M3 HEHAAEKHBIX HCTOYHUKOB.
Jaxxe Te aiiiabl, KOTOpbIE MPHUCIAT TBOM 3HaKOMBIA. Jlydiie yTOYyHM y Hero,
OTIIPaBJISUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He BU/ Mepesadn JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpeH 1, Mapka. Eie
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cnoBocoyetanue «Wireless Fidelity», koTopslii mepeBoIuTCs Kak «0ecrpoBOAHAsI TOYHOCTh.

Jlo Hamero BpeMEHM JolIa aApyras aOOpeBHaTypa, KOTOpas SsBISETCS TAaKOW ke
TexHosoruei. 9to abopeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUIO 1TaHO C HAMEKOM Ha CTaHIapT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOUHOCTHY.

Jla, 6ecryiaTHBIA MHTEPHET-IOCTYN B Kade, OTesIX U a’poropTax SBISETCS OTINYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. HO MHOTHE 3KCIepThl CYUTAIOT, YTO 001Ie10cTynHbIe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:

1. He nepenaBaili cBoro juuHylo uHpopmanuioo yepe3 oOmenoctynssie Wi-Fi ceru.
PaGorasg B HuX, XenaTreiabHO HE BBOJAWUTH MMApOJM JOCTYIa, JIOTUHBI U KaKHUE-TO
HOMeEpa;

2. Hcnonw3yii u OOHOBIISII aHTHBHPYCHBIE MPOTpaMMBI U OpaHamayep. TeM cambIM ThI
obe3omnacuilb cesi OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTBO;
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3. Ilpu ucnonp3oBanuu Wi-Fi otkmoun ¢yHkumio «OO0muili noctyn k ¢ainam u
npuHTepam». JlaHHas QyHKUIMS 3aKpbiTa O YMOJYAHUIO, OJHAKO HEKOTOphIE
MIOJIB30BATEIN AKTUBUPYIOT €€ sl yA00CTBA HCIIOIB30BaHUS B paboTe Win yueoe;

4. He ucnonw3yit nyomuunsii WI-FI s mepenaym NUYHBIX JTaHHBIX, HAPUMEp IS
BBIX0/Ia B COIIMATILHBIC CETU UITU B AJIEKTPOHHYIO MOYTY;

5. Hnonp3yit Tonpko 3ammineHHoe coeauHeHnue dyepes HTTPS, a nwe HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wMmoGuwibHOM Tenedone orkaoun  Gyakuuio  «[logkarouenne k- Wi-Fi
apToMarudeckn». He nomyckail aBTOMaTHYECKOr0 MOAKIFOUEHUSL YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

Coyuanvrvie cemu

CouMasnbHble CETH aKTHBHO BXOJAT B HAlly JKU3Hb, MHOTHME JIIOJU PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook yxe 3apeructprupoBaH MUIUIMAP] YEIOBEK, YTO SBISIETCS OJHOMN
cellbMOM Bcex jkuTeneil ruiaHeTsl. MHOrMe MOJib30BaTeNM HE MOHUMAIOT, YTO HHQOpMaius,
pa3MelIeHHasi UMU B COLIMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM 4HCJIe He 00s13aTeNIbHO ¢ OJaruMu HaMepeHUSIMH.

OcHoOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMATBHBIX CETAX:

1. Orpannup cnucok apys3eil. ¥ 1e0s B JIpy3bsiX HE JOJKHO OBbITh CIy4yalHBIX U
HE3HAKOMBIX JIIOJIeH;

2. 3ammimai CBOI YacTHYIO XKu3Hb. He ykaspiBail mapoiu, tenedoHbl, ajapeca, IaTy
TBOETO POXACHHUS U APYTYIO JUYHYIO HHPOpPMAIUIO. 3IO0YMBIIIJICHHUKA MOTYT
WCTOJB30BaTh Jla)ke MH(OPMAIMIO O TOM, KaK Thl M TBOHW POJUTENH IUIAHHUPYETE
MIPOBECTU KaHUKYIIBI;

3. 3ammimai CBOIO peryTaIuio - JePXKU €€ B YICTOTE U 3a7aBaii cebe BOmpoc: XoTemn Obl
ThbI, 4TOOBI ApYyrue MOJIb30BAaTEIN BUIEIU, YTO Thl 3arpyxkaewms? [logymai, mpexie
9YeM YTO-TO OIyOJIMKOBaTh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Thl TOBOPHIIL C JIIOJIBMH, KOTOPBIX HE 3HACIllb, HE MCIOJB3YyH CBOE pealbHOE
UMS U JIpYTyI0 JUYHYI0 HMHGOpMAalUMU: HMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
poyee;

5. M3bGerait pazmemnienus: ¢pororpaduii B MiutepHere, rae Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucTparyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BATh CIOXKHBIE ITAPOJIH,
cocTosMe U3 OyKB U IU(P U ¢ KOJTUYECTBOM 3HAKOB HE MEHEe §;

7. Jlns conuanbHOM CeTH, MOYTHI U JIPYTHX CalTOB HEOOXOJMMO MCIOJb30BaTh pa3HbIE
naposin. Toraa eciau TeOs B3IOMAIOT, TO 3J0YMBIIIJIEHHUKH TOIXYy4aT JOCTYI TOJBKO
K OZJTHOMY MECTY, a HE BO BCE Cpasy.

DnexmponHvle OeHbeu

DNEeKTpOHHBIE ACHBIM — 3TO OYEHBb YJIOOHBIN CIOCO0 TUTaTEeXKEH, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JI€HbIU.

3J'ICKTpOHHBIe JCHBI' IIOABHIJIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax A0 CHUX IOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKUMOHMPYIOT M O HHMX YXK€ MPOMHCAHO B 3aKOHE, TAe HX
pa3lensdloT Ha HECKOJIbKO BHMJIOB — AaHOHHMMHBIE M HE aHOHMMHbIE. PasHunma B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcss MPOBOAMUTH omepauuu 0e3 uAeHTU(]UKAIIU
M0JIb30BaTENsl, @ B HEAHOHUMHBIX WICHTU(UKAIINH [TOJI30BaTENs SBISETCS 00s3aTeIbHOM.
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Taxxke cienyer pa3nuyarh 3JIEKTPOHHBIE (UATHBIE JEHBIU (paBHBI rOCYAApCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIM (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaAMHU:

1. TlpuBsxu K cyeTy MOOMIIBHBIN TenedoH. DTO camblii yIOOHBIH M OBICTPBIM CIIOCOO
BOCCTaHOBUTH JOCTYN K cuery. [IpuBs3aHHBIA Tene(oH MOMOXKET, eciu 3a0yieilb
CBOH IUIATEKHBIN NAPOJIb WIM 3alICIIb HAa CAUT C HE3HAKOMOI'O YCTPOIMCTBA;

2. Vcmonp3yii omHopa3zoBble maponu. llocne mepexona Ha yCHUICHHYIO aBTOPU3AIUIO
Tebe yxe He OyJeT yrpoKaTh OMACHOCTh KPaXKU WIIM IIepexBaTa IJIaTEKHOTO MapoJis;

3. BwiGepu crnoxsbiii mapoinb. [IpecTymamkam OyaeT HE MPOCTO YraaaTh CIIOKHBIN
napoib. HamexHsie mapojam — 3TO Mapoiiu, KOTOPbIE COIEPKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHBIE U MPOMHUCHBIE OYKBBI, U(PPHI U HECKOIBKO CHMBOJIOB,
TaKHe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATSIbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHbBIC JAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSIEIIb.

afleKmPOHHafl nouma

DneKTpOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTHU IO NMEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHHH, KOTOpBIE PACIPEAENSIOTCS B KOMIIBIOTEPHOU CETH.
O6bruHO AJIEKTPOHHBIN IIOYTOBBIN SIIIHAK BBITJISTAT CJIELYIOIINM obpazom:
UMs_TIOJIb30BaTeNA(@uUMs_JoMeHa. Takke KpoMme TMepefauyd TMpPOCTOro TEKCTa, HMeEeTCs
BO3MOXKHOCTb IepeaaBaTh (paisbl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe € ANEKTPOHHON TOUTOM:

1. Hapno BeIOpaTh NMpaBUIIbHBIN TOYTOBBIM cepBUC. B uHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBHCOB, OJITHAKO JIy4IIe JOBEPSTH TEM, KOT'O 3HACIIb U KTO
IIEPBBIN B PEUTHHTE;

2. He ykaspiBaii B TUYHOW mouTe JUYHYIO WH(popMmanmioo. Hampumep, mydme BIOpaTh
«My3BIKaJIbHBIN _(hanaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonp3yii MIByXdTATHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TIapoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cIOXHBIM Mapoib. s KaXI0ro MOYTOBOTO SIIMKa JIOJKEH OBbITh CBOM
HaJIeXKHBIN, YCTOWUMBBIN K B3JIOMY 1apOJIb;

5. Ecim ectb BO3MOXXHOCTh HAaNMcaTh CaMOMY CBOM JIMYHBIA BOIMPOC, MCIIONB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yld HECKOJBKO TOYTOBBIX SIIIUKOB. [IepBbId Al YaCTHOH MEPENUCKU C
azpecaTaMM, KOTOPBIM Tbl JOBEpsACHIb. OJTO DJJIEKTPOHHBIA aApec HE Hauo
MCIOJIb30BaTh IPU PETUCTPALIUU Ha GOpyMax U caiTax;

7. He otkpbiBail (ailnbl U Ipyrue BIOKEHHUS B MUCbMax Jake€ €CIM OHU MPUILIH OT
TBOUX Jpy3ei. Jlydille yTouHU y HUX, OTHPABIISUIN JIU OHU TeOe AT (ailibl;

8. Ilocne okoH4aHusi paOOTHI Ha TOYTOBOM CEPBHCE IEPE] 3aKPBITUEM BKJIAIKHU C
caiiToM He 3a0yAb HaXKaTh Ha «BbpIiTH».

Kubepbynnune unu eupmyanvnoe uzoesamenbcmeao
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KubepOymnuHr — mpecienoBaHUE COOOIICHHUSIMH, COJEPXKAIIMMH  OCKOPOJICHUS,
arpeccuro, 3alyruBaHue; XyJIUTaHCTBO; CONMATBHOE OOMKOTHPOBAHKE C IMMOMOMIBIO Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiics B 60ii. JIyummii cioco0: mOCOBETOBAThCS KaK ceOsl BECTHU U, €CIU HET

TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHayalle YCHOKOUTHCA. EciaM Tkl HadHeIIb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJIEHHs, TO TOJBKO €Ile OOoJIblLIEe Pa30XIKelllb

KOH(JIUKT;

VYnpasnsii cBoelt kubeppemyTraluei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBISICHHTH, KTO CTOMT 32
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyaUraHcKuii o0pa3 BUPTyanbHOH xu3HU. HTEpHET puKcupyer Bce

TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyIeT KpailHe 3aTpyIHUTEIbHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urhopupyil enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOUTENBbHBIE COOOLICHUS
Jyuyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs: Ha HaYalbHOM CTaauu;

7. ban arpeccopa. B nporpaMmMax oOMeHa MTHOBEHHBIMU COOOLIIEHUSMH, B COLIUATIBHBIX
CeTAX €CTh BO3MOXXHOCTb OJIOKHPOBKH OTIPAaBKM COOOLICHWH C ONpEAeTICHHBIX
aJIpecoB;

8. Ecim T1H1 cBuzmerens kubOepOymmnra. TBowm JeicTBUSA: BBICTYNIUTH IPOTHB
npecienoBaress, I0Ka3aTh €My, YTO €ro JeHCTBHMsS OLEHHBAIOTCS HEraTUBHO,
MOJJEPKATh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKAs IIOMOIb, COOOILUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

N

o

Mobunvnubiit meneghon

CoBpeMeHHbIe CcMapT(hOHBI MW IUIAHIIETHI COACp)KAaT B ceOe BIIOJIHE B3POCIHBIN
(GyHKIMOHAT, W TEMeph OHM MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMU KOMITBIOTEPAMH.
OpnHako, CpeACTB 3alIUTHI 7S TOJOOHBIX YCTPOUCTB MOKAa OYeHb Majio. TecTupoBaHUE U TIOUCK
yS3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe kacaercs u
MOOUITBHBIX MPUIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYeCKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacHMpeHue (yHKIHOHAIA BIJIEYET 3a CO0O0M OOJBIIYI0 CIO0XHOCTH U MEHBIIYIO
3aIIUIIEHHOCTb.

Jlanexko He Bce MPOU3BOIUTENN BBIMYCKAIOT OOHOBJICHHMSI, 3aKPHIBAIOLINE KPUTUUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI ISl 0€30MMaCHOCTA MOOMIIBHOTO TenedoHa:

1. Hwuuero He sBisleTcs MoO-HacToseMy OecriaTHbIM. Byab ocTOpokeH, Beab Koraa
Tebe mpeasaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBbIThb CKpBITHl KaKHe-TO
IUIaTHBIE YCIIYTH;

2. Nymaii, npexnae 4yem otrpaButb SMS, ¢oto mmm Buneo. Thl TOYHO 3HACIIB, TIIE OHH

OyayT B KOHEUHOM uTOre?

Heo0xo1mMo 0OHOBIIATE ONEPAlMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsi MOOMIIBHBIX TeJIe(hOHOB;

He 3arpyxail npuiokeHusi OT HEM3BECTHOTO UCTOYHHKA, BEb OHH MOTYT COJIEPKATh

BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHue;

6. Ilocnme Toro Kak THI BBIAACIIL C CaliTa, TJIe BBOIWI JHYHYIO WH(POPMAIHIO, 3alH B
HacTpoiku Opaysepa u ynanu cookies;

ok w
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[Teproaniecku nMpoBepsiii Kakue IIaTHbIE YCIYT'H aKTHBUPOBAHbBI HA TBOEM HOMEDE;

8. Jlamaii cBOil HOMEp MOOMJIBLHOTO TeliepOHA TOJBKO JIOJSAM, KOTOPBIX ThI 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yemibcss. He 3a0biBait

WHOTJIa TIPOBEPATH ITO.

Online ueput

COBpeMeHHBIe OHJIElfIH-PII‘pLI — OTO KpaCOYHBIC, 3axXBaTbIBAKOIIMUC PpPa3BJICUCHUA,
O6’L€I[I/IH${I-OI_HI/IG COTHH ThICAY YECJIIOBCK II0O BCEMY MHPY. I/IrpOKI/I HCCIICAYIOT ,HaHHBIﬁ UM MHD,
06H_IaIOTC5I ApPYyTr C APYroM, BBIIIOJHAKOT 3aJaHHAd, CPAKAOTCA C MOHCTpAaMU W IOJYy4YarOT OIIBIT.
3a YAOBOJBCTBUEC OHH IIIATAT: IOKYIIAIOT AJHCK, OINIAYHMBarOT a0OHEMEHT WU HpI/IO6pCTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MOyT Ha INOJACPKAHUME M Ppa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3AIMM, BBIIYCKAIOTCS HOBBIE IAT4U
(unpoBbIe 3aMIaTKU IJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OmacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 0 0€30IaCHOCTH TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT cedsl II0X0 WIH CO3AaeT TeOe HENPHUITHOCTH, 3a0J0KUPYi
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMHHHMCTpAaTOpaM MIPbl Ha INIOXOE€ IIOBEIEHUE JOTOr0 HIPOKa,
JKEJIaTeJIbHO IIPUIIOKUTD KAKHE-TO JOKA3aTelbCTBA B BUJIE CKPHHOB;

He yka3biBaii muunyto nHpopManuio B mpodaiisie urpsl;

VYBaxail Ipyrux y4acTHUKOB II0 UIPE;

He ycranaBnuBaii HeopuraabHbIe TATYH U MOJIBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYaTh aHTUBUpYC. [Ioka Tl urpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

N

Nookow

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpaxceﬁ ACHECT U OJOKYMCHTOB CCETOIAHS YK€ HHUKOIO HE y,Z[I/IBI/IfIJ_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TMICPEMCCTUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs 1LEJb
KOTOPOTO COCTOMT B TIOJIyYE€HUH KOH(UICHIIMAIBHBIX JAaHHBIX IOJIb30BATENIe — JIOTHHOB U
napoJieid. Ha anrmuiickom si3eike phishing unraercst kak ¢ummnr (ot fishing — peiOHas nons,
password — mapouis).

OcHOBHBIE COBETHI 110 0OPHOE C PUIIUHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimm Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOLIUTh aJIMUHUCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii Oe3omacHele BeO-CaliTBI, B TOM 4YHCIE, HWHTEPHET-Mara3uHOB W
ITOMCKOBBIX CHCTEM;
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3. Hcnonp3yii cioxkHBIE M pa3Hble Mapoid. TakuMm oOpas3om, eciau TeOsi B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TTOJIy4aT IOCTYI TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B37AOMaNM, TO HEOOXOAMMO MpenylnpeluTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHbl Y T€0s B APY3bsiX, O TOM, UYTO TeOs B3JIOMAJIM U, BO3MOXKHO, OT

TBOETO UMEHM OYZET PacchlIaThCsl CIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHBIH TenedoH;

OTkIr0uM coXpaHeHue naposs B Opaysepe;

7. He otkpeiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMax AK€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lugposas penymayus

[Mudposas penyranus - TO HEraTUBHAs WM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Komnpomerupyromas uHpOpMaius pa3MelieHHass B UHTEPHETE MOXET CEpPbEe3HBIM 00pa3zom
OTpa3suTbCs Ha TBOEH peanbHOM xu3HU. «LludpoBas penyranus» - 3T0 TBOH UMUK, KOTOPBIH
dopMmupyercs U3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JErKOMBICIEHHO OTHOCATCA K MyOJIMKAIMKM JTUYHON MH(POpMAIUU B
WNuTtepHere, HE TOHUMAs BOBMOXKHBIX MOCTAEACTBUM. Thl ake HE CMOXKEIIb JI0TalaTbCsl O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue TBoux ¢ororpaduil u apyrue JeicTBUS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, KaKk Thl MX YyJaldullb. [bl HE 3HAaellb, KTO COXPAHWI 3Ty
uH(OpMalKIO, NoMNaia JU OHA B ITOMCKOBBIE CUCTEMbI M COXpPAHMJIACh JIM OHA, a TJaBHOE: 4TO
NOyMaloT 0 Tebe OKpyXkarollee JII0JHU, KOTOpble HaWayT U yBUAAT 3T0. Haiitu nndopmanmio
MHOTO JIET CIYCTSl CMOXeT Jr000il — Kak M3 J0OphIX MOOYXJIEHHH, Tak U C HaMepeHHeM
NPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEMyTALNU:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJWMKOBATH M MepeaaBaTh y ceOs B OJiore WiH B
COITMAJIbHOM CETH,

2. B mHactpoiikax npoduiis yCTaHOBU OTpaHHUYEHHUsI HAa TPOCMOTP TBOETO MPODUIISI U €ro
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPYy3€ei»;

3. He pa3memaii u He yka3biBail nH(OpMaIIHIO, KOTOPasi MOKET KOTro-TnO0 OCKOPOISATh
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbIE IMKOJPHUKH— aKTUBHBIE TIOJIb30BATENIM IU(POBOTO MPOCTPAHCTBA.
OpnHako najexo He BCE 3HAIOT, YTO MOJIh30BAaHHME MHOTHMH BO3MOKHOCTSIMH ITU(GPOBOTO MHUpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYK0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K DPAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHuil U 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIAYyTM , W 3aKaH4uMBass KHUTamu, ¢oTorpadusimMu, KUHOPHIBMaMU WU
MY3bIKAJIbHBIMU ITPOU3BEICHUAMM.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEIJICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHME IIPaBa BBICTYNAIOT B Ka4E€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HEe OyJeT HamlpacHbIM, AACT €My CIIPaBEIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yJibTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh M IIPU3HAHMUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAaBaTh, WMIOPTHPOBATH, IyCKaTb B IPOKAT, IYOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B A(Hpe Wi pa3memiaTs B IHTepHeTe.

Hcnonp30Banne «IMpaTCKOro» MPOrpaMMHOI0 00ECTIEUEHHSI MOYKET IIPUBECTU K MHOTUM
pHCKaM: OT MOTEpH JAaHHBIX K TBOMM AaKKayHTaM [0 OJIOKHPOBKHM TBOEIO YCTPOMCTBa, IJie
YCTAHOBJICHHBII He JierajgbHas mnporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrpPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH TOHSTHBIM U JIOCTYIHBIM SI3BIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OOpaTUThCS 32 COBETOM. A TakK€ NPUHATH ydacTHE B KOHKypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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